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� 70% User Created

� 85% Corporate Liability

� 30% Outside Data Center
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47%

50%

57%

SPAM

Spyware

Trojans, viruses, worms, and other
malicious code 

How would you rate the items below on the threat each poses to your company’s 
enterprise network security? (Scale: 5 = significant threat; 1 = no threat)
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Application vulnerabilities

Employee error (unintentional)
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Top 2 boxes (rating of 4 or 5)Source: IDC’s Enterprise Security Survey 2006



Current Internal v. External ThreatsCurrent Internal v. External Threats

30%

40%

50%

60%

Q: Do you believe that the most serious threats to  your company's 
enterprise IT infrastructure originate from internal or external sources?
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Business executives following

Increasing sophistication of attacks

Employees following security policy

How would you rate the items below on the threat each poses to your company’s 
enterprise network security? (Scale: 5 = significant threat; 1 = no threat)
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CSO Agenda, 2007–2008CSO Agenda, 2007–2008

1 - Process
Compliance and risk assessment/management
Information protection and control
Security process (incident reaction)

2- People

18

User escort
Endpoint protection
IAM

3 - Technology
Best of breed
Mixing vendors
Refocus on real security  
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Security Revenues Growth Security Revenues Growth 
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Traditional IT security over-protects the wrong assets, over-
reacts to the unexpected and over-spends on almost everything.

IDC believes the risk management that applies security 
resources appropriately while maximizing business agility is the 
correct approach to the IT Security.

Conclusion Conclusion 
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Instead looking to IT security as a reflection, it should integrate 
compliance, risk assessment and business continuity 
dynamics into every process and application.

In IDC vision, It’s the only way to contain security spending
while managing the risks of doing business in a connected world 
and mobility environment.
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